Product Cybersecurity Advisory
CNCSoft - Out-of-bounds Write

1. Summary (ER45/%.%
First Publish Date (% #5/% ) May 8, 2025 Last Updated (85 E&/5 1 { #%) May 8, 2025
Severity (FEE/EELR) High CVsSS (v3)7.8
Product (/4 &) CNCSoft
Vulnerability (3%3H) Out-of-bounds Write
Corrected (f£1F) No Workaround (1X B H#E/E = #%) No

2. Affected Products (Z500/= M/ # X2 &)

Product (7=f/A &) Version (BRA/5% %)

CNCSoft

v1.01.34 and prior

3. Vulnerability Overview (JiEHEIR/ & iF #%ik)

# Type (E/357)) Severity CVE ID Related Link (fA5€$&3%/4p b i %)

1 CWE-787 Out-of-bounds Write High CVE-2025-47724

CVE-2025-47725
CVE-2025-47726
CVE-2025-47727

4. Mitigations (ZZfi#/ %)

Product (# &/ &)

Mitigations (% f2/5 jz)

CNCSoft

Since the A-series CNC products supported by CNCSoft have been discontinued, this vulnerability
will not be addressed. CNCSoft will be removed from the Delta Download Center. Delta strongly
recommends that users migrate to newer Delta CNC products along with their corresponding
software as soon as possible.
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5. General Recommendations (—& M/ - & 122 R)

A. Don't click on untrusted Internet links or open unsolicited attachments in emails.
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B. Avoid exposing control systems and equipment to the Internet.
BRIEHRFERREFETERM (Internet) L.
WR ] AR XA kB e e (Internet) ¢

C. Place systems and devices behind a firewall and isolate them from the business network.
BRERGESREETHAEZE, HBENSLEME (business network) B .
PR Bty g2t BT m g 53 E (business network) I dg -

D. When remote access is required, use a secure access method, such as a virtual private network (VPN).
BERREGON, EEAReNHRIIN, G EMEANS (VPN),
TRBADRPE BT F 2R N Glde B R (VPN) .

6. Contact Us (BREZETRA(1/35 2 58 )

> https://www.deltaww.com/en-US/Customer-Service

If you have any product-related support concerns, please find a contact from the above company's
portal page to reach us for any information or materials you may require.
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We appreciate and value having cybersecurity concerns brought to our attention. Delta Electronics
constantly monitors for both known and unknown threats. Being proactive rather than reactive to emerging
security issues is fundamental for product support at Delta Electronics.
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7. Term of Use (ERI&RR/i¢ * % #%)

® Please visit the link below for more information on the scope of terms of use.
English : https://www.deltaww.com/en-US/information/Terms-of-use

® HiplR TEAVEEE, NTBAXEAFKEENEZER.

fE{A# 3 https://www.delta-china.com.cn/zh-CN/information/Terms-of-use
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