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Product Cybersecurity Advisory 

preprod-secai-academy-flow.deltaww.com 

Multiple Vulnerabilities 

 

Summary (总结/總結) 

Published Date  

(发布/發布) 
June 20, 2025 

Last Updated  

(最后更新/最後更新) 
June 20, 2025 

Severity (严重度/嚴重度) Critical CVSS 9.8 (v3) 

Product (产品/產品) https://preprod-secai-academy-flow.deltaww.com 

Vulnerability (漏洞) Code Injection / Weak Password Requirements 

Corrected (修正) Corrected Mitigations (緩解措施) Yes 

 

Affected Services (受影响产品服務/受影響產品服務) 

Services (服務) Affected Versions (版本) 

https://preprod-secai-academy-

flow.deltaww.com 
N/A 

 

Vulnerability Overview (漏洞概述/漏洞概述) 

# 
Type  

(类型/類型) 

Severity  

(严重性/嚴重性) 

Impact  

(影响/影響) 

1 Code Injection High 

⚫ May allow unexpected behavior or 

limited data access if input is not 

properly handled. 

2 
Weak Password 

Requirements 
High 

⚫ Could make it easier for attackers to 

guess or reuse passwords. 

Vector：AV:N/AC:L/PR:N/UI:N/S:U/C:H/I:H/A:H 

 

Mitigations (緩解措施) 

Service (服務) Mitigations (緩解措施) Note (注释/注釋) 

https://preprod-secai-academy-

flow.deltaww.com 

⚫ Input paths have been 

restricted and user inputs are 

properly validated. 

⚫ Password policy has been 

updated to enforce stronger 

complexity rules. 

N/A 
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References (参考信息/參考資訊) 

➢ NIST：CVE-2025-3248 

➢ CWE-94：Code Injection 

➢ CWE-521：Weak Password Requirements 

 

Contact Us (联络我们/聯絡我們) 

➢ https://www.deltaww.com/en-US/Customer-Service 

We appreciate and value having cybersecurity concerns brought to our attention. Delta Electronics 

constantly monitors for both known and unknown threats. Being proactive rather than reactive to 

emerging security issues is fundamental for product support at Delta Electronics. 

If you have any product-related support concerns, please find a contact from the above company's 

portal page to reach us for any information or materials you may require. 

 

台达电子重视网络安全问题，并不断监控已知和未知的威胁。主动而非被动地应对新出现的安全问

题是台达电子产品支持的基础。如果有任何与产品相关的问题，请从上面入口网页找到联络人，以

便取得您需要的任何信息。 

 

台達電子重視網路安全問題，並不斷監控已知和未知的威脅。主動而非被動地應對新出現的安全問

題是台達電子產品支援的基礎。如果有任何與產品相關的問題，請從上面入口網頁找到聯絡人，以

便取得您需要的任何資訊。 

 

Term of Use (使用条款/使用條款) 

➢ Please visit the link below for more information on the scope of terms of use.  

English：https://www.deltaww.com/en-US/information/Terms-of-use 

➢ 请访问下面的链接，以了解有关使用条款范围的更多信息。  

简体中文：https://www.delta-china.com.cn/zh-CN/information/Terms-of-use  

➢ 請訪問下面的連結，以了解有關使用條款範圍的更多資訊。  

繁體中文：https://www.deltaww.com/zh-TW/information/Terms-of-use 

 

Revision History 

Release Date Revision Description 

June 20, 2025 1.0 First Release 
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