Product Cybersecurity Advisory
preprod-secai-academy-flow.deltaww.com
Multiple Vulnerabilities

Summary (& /3%

Published Date
(% #/137F)

June 20, 2025

Last Updated
(B % L A7/8 18 L 37)

June 20, 2025

Severity (& R/BE &)

Critical

CVSS

9.8 (v3)

Product (# &/ 2 &)

https://preprod-secai-academy-flow.deltaww.com

Vulnerability (& i)

Code Injection / Weak Password Requirements

Corrected (2 i)

Corrected

Mitigations (3 &4 %)

Yes

Affected Services (% §irp # S IRIM X 32 8 A & IRTY)

Services (FR7%)

Affected Versions (3= &)

https://preprod-secai-academy-

N/A
flow.deltaww.com
Vulnerability Overview (i& il 1%t /35 JF i)
" Type Severity Impact
(£ 4l/%40) (MEBFER) (FrrelB 5)
® May allow unexpected behavior or

1 Code Injection High limited data access if input is not

properly handled.
5 Weak Password High ® Could make it easier for attackers to

Requirements guess or reuse passwords.
Vector : AV:N/AC:L/PR:N/UIL:N/S:U/C:H/I:H/A:H

Mitigations (% &4 %)

flow.deltaww.com

® Password policy has been

updated to enforce stronger
complexity rules.

Service (FRi%) Mitigations (# f#4; %) Note (/1 #)
® Input paths have been
restricted and user inputs are
https://preprod-secai-academy- properly validated. N/A
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References (# ¥ 7 L/%% T )

> NIST : CVE-2025-3248

» CWE-94 : Code Injection

» CWE-521 : Weak Password Requirements

Contact Us (Bx % 3% i /73 & 24 )

> https://www.deltaww.com/en-US/Customer-Service

We appreciate and value having cybersecurity concerns brought to our attention. Delta Electronics
constantly monitors for both known and unknown threats. Being proactive rather than reactive to
emerging security issues is fundamental for product support at Delta Electronics.

If you have any product-related support concerns, please find a contact from the above company's
portal page to reach us for any information or materials you may require.
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Term of Use (i¢ * A 2/ * if #0)
» Please visit the link below for more information on the scope of terms of use.
English : https://www.deltaww.com/en-US/information/Terms-of-use
PR T G kR 1 R X R ARF RSl SR AL
i+ ¢ < . https://www.delta-china.com.cn/zh-CN/information/Terms-of-use
> FF TR T o oang o 177 ﬁ'*}a Rl l%q’fni%‘j\‘%@m{ ”“‘ILO
LRy ¢ > ! https://www.deltaww.com/zh-TW/information/Terms-of-use
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