Product Cybersecurity Advisory
DTM Soft & DTN Soft

BIN File Parsing Deserialization of Untrusted

Data Remote Code Execution

1. Summary (E4/3.%

First Publish Date (k7/% #) June 30, 2025 Last Updated (RRigE#/5 15 { #7) Jun 30, 2025
Severity (FEE/EELR) High CVsSS (v3)7.8
Product (/4 &) DTM Soft, DTN Soft

Vulnerability (3&iH) Deserialization of Untrusted Data

Corrected ({&1E) Yes Workaround (1R EH&HE/# ¥ # ) No

2. Affected Products (Z500/= M/ B 42 &)

Product (7= f/A &) Version (BRA/5% %)

DTM Soft

v1.6.0.0 and prior

DTN Soft

V2.1.0 and prior

3. Vulnerability Overview (JFiEHEIR/ & iF #%i)

# Type (& /3E3]) Severity CVE ID Related Link (1H3c451E/4p B i i)
1 CWE-502 Deserialization of High CVE-2025-53415
Untrusted Data CVE-2025-53416

4. Mitigations (ZZf&/ %)

Product (# &/% %) Mitigations (£ f2/4Ef7) Download Link (FEi&ES/IT SHEL)

DTM Soft

» Download and update to: v1.6.0.0 (Released at 2025/3/25) | » Delta Download Center

or later > BB TNHDPOL
> THHAEI;ZE: v1.6.0.0 (KT 2025/3/25) s EFHAIARA

> FEIEHE: v1.6.0.0 (MR 2025/3/25) S EFAIARA

DTN Soft

» DTN Soft itself does not need to be updated; however, if » Delta Download Center
you have also installed DMT Soft, please update DTM > AR TEEL
Soft to: v1.6.0.0 (Released at 2025/3/25) or later -

> DTN Soft AHTNEH, BURERFNBEZE DMT
Soft, &4 DTM Soft

DTN Soft XABEEBEH ; BURERFTEZE DMT
Soft - #1& DTM Soft

V/'
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https://www.cve.org/CVERecord?id=CVE-2025-53415
https://www.cve.org/CVERecord?id=CVE-2025-53416
https://downloadcenter.deltaww.com/en-US/DownloadCenter?v=1&q=cncsoft-g2&sort_expr=cdate&sort_dir=DESC
https://downloadcenter.delta-china.com.cn/zh-CN/DownloadCenter?v=1&q=cncsoft-g2&sort_expr=cdate&sort_dir=DESC
https://downloadcenter.deltaww.com/en-US/DownloadCenter?v=1&q=cncsoft-g2&sort_expr=cdate&sort_dir=DESC
https://downloadcenter.delta-china.com.cn/zh-CN/DownloadCenter?v=1&q=cncsoft-g2&sort_expr=cdate&sort_dir=DESC

5. General Recommendations (—f& &I/ - 4122 &)

A. Don't click on untrusted Internet links or open unsolicited attachments in emails.
AER/ETEEENMEERE, SFTHE FER AT REEROM .
PEBFRZCEDRRGS SPRT MBS R GG R o

B. Avoid exposing control systems and equipment to the Internet.
BRILERHRFERRERETERM (Internet) L.

WLEE A A R E kAR (Internet) oo

C. Place systems and devices behind a firewall and isolate them from the business network.
BRAFESREETH I EZE, HFRENSLENE (business network) FRE .
TRk g BT p Vgh2 18 0 F v Mg £33 8 (business network) [f g o

D. When remote access is required, use a secure access method, such as a virtual private network (VPN).
BERREVON, EEAReNHRIIR, G EMEANSE (VPN),
TERAEDREE S BRY X 2R N blde ! RS R (VPN) -

6. Contact Us (BREZETRA(1/35 2 58 )

> https://www.deltaww.com/en-US/Customer-Service

If you have any product-related support concerns, please find a contact from the above company's
portal page to reach us for any information or materials you may require.

MRHEHEASFmBXRNEH, FMEEAOMIKEBRKEZAN, NWERSERFENEAES.

4ok G iR A AN R AL L 6 T R TS TS A L BEEF & iz TR

We appreciate and value having cybersecurity concerns brought to our attention. Delta Electronics
constantly monitors for both known and unknown threats. Being proactive rather than reactive to emerging
security issues is fundamental for product support at Delta Electronics.

BB FERANKZLEREB, FAMBEEMAARMOED . FamIERan R #HHIRNZ e EEE
BILE T M EL.

SET I EARERT DN ¥R EE e R o f oo A 2R AT I E 2R A
cERF AR EILAHA -

7. Term of Use (ERI&RR/i¢ * £ #%)

® Please visit the link below for more information on the scope of terms of use.
English : https://www.deltaww.com/en-US/information/Terms-of-use

® Fin TEMSE, WUTHRAEXEAFIEENEZEER.

AR https://www.delta-china.com.cn/zh-CN/information/Terms-of-use

@ G T o R MR EEPEROL TR
Y < ! https://www.deltaww.com/zh-TW/information/Terms-of-use
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