Product Cybersecurity Advisory
DIAEnergie
Cross-Site Scripting Vulnerabilities

1. Summary (E4/3.%

First Publish Date (%754 %) August 18, 2025 Last Updated (/S EHi/5 1 { #) | August 18, 2025
Severity (FEE/EELR) High CVsSS (v4)7.0
Product (= /& &) DIAEnergie

Vulnerability (i) Cross-Site Scripting Vulnerabilities

Corrected ({&1E) Yes Workaround (1R EH&HE/# ¥ # %) No

2. Affected Products (Z500/= M/ B 42 &)

Product (7= f/A &) Version (BRA/5% %)

DIAEnergie v1.11.00.002 and prior

3. Vulnerability Overview (JiEHEIR/ & iF #%ik)

# Type (ZKE/3g34) Severity CVSS Score (v4) CVE ID

1 CWE-79: Cross-site Scripting (XSS) High 7.0 CVE-2025-57700
2 | CWE-79: Cross-site Scripting (XSS) Medium 5.9 CVE-2025-57701
3 CWE-79: Cross-site Scripting (XSS) Medium 5.9 CVE-2025-57702
4 CWE-79: Cross-site Scripting (XSS) Medium 4.9 CVE-2025-57703

4. Mitigations (ZZf&/ %)

Product (# %/% %) Mitigations (£&fZ/4E#Z)

» Users are recommended to update DIAEnergie to v1.11.01.001 or later.
DIAEnergie > BWEMZER DIAEnergie EHE v1.11.01.001 s{EFHAIRA

> EEFEAER DIAEnergie EHE v1.11.01.001 HEMBIRA

5. General Recommendations (—f& MW/ - &2 3R)
A. Don't click on untrusted Internet links or open unsolicited attachments in emails.

AEQELEEENMKGEE, SETAR TP REFRNMT

PEBF R ERRGE SR T IMEY A g R o
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https://www.cve.org/CVERecord?id=CVE-2025-57700
https://www.cve.org/CVERecord?id=CVE-2025-57701
https://www.cve.org/CVERecord?id=CVE-2025-57702
https://www.cve.org/CVERecord?id=CVE-2025-57703

B. Avoid exposing control systems and equipment to the Internet.
BRILERHRFERRERETERM (Internet) L.
WLEE A A R E kAR (Internet) oo

C. Place systems and devices behind a firewall and isolate them from the business network.
BRAFESREETH I EZE, FHFRENSLENE (business network) FRE .
TRk g BTp Vb2 18 0 F v Mg £51 %8 (business network) [§ g o

D. When remote access is required, use a secure access method, such as a virtual private network (VPN).
BERREGON, EEAReNHRIIN, G EMEANS (VPN),
TERAEADREE S BRY X 2R N blde ! RS R (VPN)-

6. Acknowledgements (Zil/x #D)

» Delta Electronics sincerely thank Alex Williams of Converge Technology Solutions for
discovering and reporting this vulnerability. We also acknowledge VulnCheck for their
assistance in coordinating the disclosure process.

>  BiRHEFiH R Converge Technology Solutions fy Alex Williams #ff 5% & 5t 2k i
MEAREBEHR, RS VulnCheck AEIBIR SHMEAEIE RIS,

> £iE 75 #ER 3 Converge Technology Solutions ¢ Alex Williams # 3 F % = & iF
VF LB AR o Ir PR B VulnCheck 7thBbil SR iEAz e el 4F o

7. Contact Us (BREETRA(1/55 2 58 )

>  https://www.deltaww.com/en-US/Customer-Service

If you have any product-related support concerns, please find a contact from the above company's
portal page to reach us for any information or materials you may require.

MRHEHEASF@mBXRNEH, FMEEAOMIKEBKEZAN, NERSERFENEAER.

4ok G iEP A AN R AL L 6 T R TS TIME A L BEEF & iz T

We appreciate and value having cybersecurity concerns brought to our attention. Delta Electronics
constantly monitors for both known and unknown threats. Being proactive rather than reactive to emerging
security issues is fundamental for product support at Delta Electronics.

SIRBFERANKZLRE#, FAMBEESMARMOED . FaimIERan R #HHIR N e R EE
BIRE T M EL.
SERTFEARERT DR ¥R EE e ko f oo Ao 2R AT I E 2R A

8. Term of Use (ERI&RR/i¢ * £ #%)

® Please visit the link below for more information on the scope of terms of use.
English : https://www.deltaww.com/en-US/information/Terms-of-use

® Fipn) TEMSE, WUTHRAXEAFIEENESZEER.

fB{E#3C: https://www.delta-china.com.cn/zh-CN/information/Terms-of-use

@ G Ta g R MR EEFEROL TR

Y < ! https://www.deltaww.com/zh-TW/information/Terms-of-use
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