Product Cybersecurity Advisory
COMMGR

Stack-based Buffer Overflow and Code Injection
Vulnerabilities

1. Summary (4544

)

Published Date (& h/8% )

August 26, 2025

Last Updated (&[G E#i/G=EEH)

August 26, 2025

Severity (“EE/REE) High CVSsSs (v3) 8.6
Product (Ffa/E fa) COMMGR
Vulnerability (&) Stack-based Buffer Overflow and Code Injection Vulnerabilities
Corrected (fZ1E) Corrected Workaround (1 B & hi/# Ei5HE) No
2. Affected Products (¥ m/ZFEEm)
Product (F*m/Em) Version (kR Z/hRA)
COMMGR V2.9.0 and prior
3. Vulnerability Overview (i el 18 it/ 7 1 1)
# Type (ZEEUHREY) Severity CVE ID Related Link (tH R 1%/4ERAELE)
CWE-121 Stack-based .
1 Buffer Overflow High CVE-2025-53418
2 CWE-94 Code Injection High CVE-2025-53419

4. Mitigations ((Ef#/4E#R)

Product (**fa/Em)

Mitigations ({ERE/4ERR)

Download Link (FEIELEI T #E L)

COMMGR » Download and update to: v2.10.0 or later
> THHEHZE: v2.10.0 (A EHHRA) > 2ATHEAD
> THIWEHMZE: v2.10.0 (FHEHMIARA)

» Delta Download Center

5. General Recommendations (—A& 42 I/ —ARHEEER)
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https://www.cve.org/cverecord?id=CVE-2025-53418
https://www.cve.org/cverecord?id=CVE-2025-53419
https://downloadcenter.deltaww.com/en-US/DownloadCenter?v=1&q=COMMGR&sort_expr=cdate&sort_dir=DESC
https://downloadcenter.deltaww.com/zh-CN/DownloadCenter?v=1&q=commgr&sort_expr=cdate&sort_dir=DESC

A. Don't click on untrusted Internet links or open unsolicited attachments in emails.
ERETAEENNETEE - TR FHEPRELIFEKOMHG -
EHBRAEENPERES S REFBHPREHKOME -
B. Avoid exposing control systems and equipment to the Internet.
BRILEHRARIZERETREMN (Internet) L -
BRFEH ZANRBERBERARME (Internet) £ -

C. Place systems and devices behind a firewall and isolate them from the business network.
BNASGSREETHXEZRE - FEHENMNSWHSNE (business network) fRE -
AR AFERBEERKE 2% - WiTMEZERFMEE (business network) FHEE -

D. When remote access is required, use a secure access method, such as a virtual private network (VPN).
REARBON - ZEAZENHEAEN - AW EIUERRNE (VPN) -
REERFER  ZERZENGEAN - Al ERERAERE (VPN) -

6. Contact Us (BXSEH (I 1/H# & M)

>  https://www.deltaww.com/en-US/Customer-Service

If you have any product-related support concerns, please find a contact from the above company's
portal page to reach us for any information or materials you may require.

MRBEEMUSFRBERWEZ - BN EEAOMITEREKEA - DEESE
MRBECUAERBEBNEE - S LEAODEBRIESA - DEIRSE

~

ZREAESR -
ZRECE -

~.

We appreciate and value having cybersecurity concerns brought to our attention. Delta Electronics
constantly monitors for both known and unknown threats. Being proactive rather than reactive to emerging
security issues is fundamental for product support at Delta Electronics.

BREFEMMELZOA - FAETRZESHANARMNER - EhMIERENH NI H LN Z 20 B2
SEEBF T ms HFREL -

AEBTERMEBLZEZME - UAMEZCSHNRMNES - EEMIFREINBETLIRNZZEER
REBFEmMENER -

7. Term of Use ({EFASEF/ERIEMN)

® Please visit the link below for more information on the scope of terms of use.
English : https://www.deltaww.com/en-US/information/Terms-of-use

o BN FNERVERE - LIV BARERARCEENESER -

BAE S : https://www.delta-china.com.cn/zh-CN/information/Terms-of-use

® ShfE NERER - U rBABERERSHEENESEM -

EHEh Y : https://www.deltaww.com/zh-TW/information/Terms-of-use
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