Product Cybersecurity Advisory
DIAView

Authentication Bypass Vulnerability

1. Summary (S45/44&

1st Published Date (%&7h/2£70)

September 1, 2025

Last Updated (5R[EE#/&=EFEH)

September 1, 2025

Severity (“EE/REE) Medium CVSsSs (v4)5.9

Product (F fa/E fa) DIAView

Vulnerability (if&i&) Authentication Bypass

Corrected (fZ1E) In progress Workaround (1 B & it/ # E 15 HE) No
2. Affected Products (¥ m/ZFEEm)

Product (F*m/Em) Version (kR Z/hRA)

DIAView V4.2.0 and prior

3. Vulnerability Overview (i el 18 it/ 7 1 1)
# Type (ZEEUHREY) Severity CVE ID Related Link (tHR8E1%/4HRELS

CWE-306 Missing
1 Authentication for Critical
Function

Medium CVE-2025-58318

4. Mitigations ((ERR/4ERR)

Product (**fa/Em)

Mitigations (42 f#/4Ef7)

Download Link (FEIEL/ T & E 4

HHAR.

AR -

release a new version before the end of December 2025.

> GIRIERRIREEILRRE, FitT 2025 F 12 BRATA

> BEIERBEEIRE - WRETR 2025 F 12 HEA%

DIAView » Delta is actively fixing this vulnerability and plans to » Delta Download Center

> BATHBL

5. General Recommendations (—A& 42 I/ —AR M EER)

© Delta Electronics.

Delta-

PCSA-2022-00000



https://www.cve.org/cverecord?id=CVE-2025-58318
https://downloadcenter.deltaww.com/en-US/DownloadCenter?v=1&q=DIAView&sort_expr=cdate&sort_dir=DESC
https://downloadcenter.deltaww.com/zh-CN/DownloadCenter?v=1&q=DIAView&sort_expr=cdate&sort_dir=DESC

A. Don't click on untrusted Internet links or open unsolicited attachments in emails.
ERETAEENNETEE - TR FHEPRELIFEKOMHG -
EHBRAEENPERES S REFBHPREHKOME -
B. Avoid exposing control systems and equipment to the Internet.
BRILEHRARIZERETREMN (Internet) L -
BRFEH ZANRBERBERARME (Internet) £ -

C. Place systems and devices behind a firewall and isolate them from the business network.
BNASGSREETHXEZRE - FEHENMNSWHSNE (business network) fRE -
AR AFERBEERKE 2% - WiTMEZERFMEE (business network) FHEE -

D. When remote access is required, use a secure access method, such as a virtual private network (VPN).
REARBON - ZEAZENHEAEN - AW EIUERRNE (VPN) -
REERFER  ZERZENGEAN - Al ERERAERE (VPN) -

6. Acknowledgements (Ei5f/Z0#)

Delta Electronics would like to express our appreciation to independent researcher Rangin Sima (Kamel)
for reporting the vulnerability.
BIABFIFERSMIZE Rangin Sima (Kamel) & LIRIR .

SEBFIFERHEIUMARE Rangin Sima (Kamel) #HE IR -

7. Contact Us (BX&EFA /B 48 T M)

> https://www.deltaww.com/en-US/Customer-Service

If you have any product-related support concerns, please find a contact from the above company's
portal page to reach us for any information or materials you may require.

MRBEMUSFmBARWDA - BN EEADOMITBEEEKEA - DERS]
WMRBHTAERBRENER - S LEADEERIBEA - LEIREE

IR
[AAN
N

N

ZWNECUER -
ZWETE -

We appreciate and value having cybersecurity concerns brought to our attention. Delta Electronics
constantly monitors for both known and unknown threats. Being proactive rather than reactive to emerging
security issues is fundamental for product support at Delta Electronics.

AEBFEAMBLZZOE - F AR ZESIAARIAEL - ENMIERENNITH LI Z 202
BEBEF > FREM, -

SEEFERERLZEZEE T AGEZEESHNNRMNNEE - TEMIFRBMBHEHTLIBENLZZEER
SEEFEmENER -

8. Term of Use (f&£FSRF/fERIER)

® Please visit the link below for more information on the scope of terms of use.
English : https://www.deltaww.com/en-US/information/Terms-of-use

® S50 FERVERE D BARERARSCEENESER

BA S : https://www.delta-china.com.cn/zh-CN/information/Terms-of-use
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https://www.deltaww.com/en-US/Customer-Service
https://www.deltaww.com/en-US/information/Terms-of-use
https://www.delta-china.com.cn/zh-CN/information/Terms-of-use

o FAfE MERER - LI /RERERRISEENESEM -

EFEPT : https://www.deltaww.com/zh-TW/information/Terms-of-use
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https://www.deltaww.com/zh-TW/information/Terms-of-use

