Product Cybersecurity Advisory
DVP-12SE

- Modbus/TCP Cleartext Transmission of Sensitive Information

1. Summary (E45/34.%)
First Publish Date (k7/% #) December 26, 2025 Last Updated (RR/gE #/5 & { #7) December 26, 2025
Severity (TEE/KL &) High CVsSSs (v4)7.2
Product (7= m/ % &) DVP-12SE

Vulnerability (3&iH)

Modbus/TCP Cleartext Transmission of Sensitive Information

Corrected (f£1E)

No Workaround ($X E 7/ #—F, %) No

2. Affected Products (250" M/ # ¥ 2 &)

Product (7=f/A &) Version (BRA/5% %)

DVP-12SE

All versions

3. Vulnerability Overview (JiEHEIR/ & iF #%ik)

# Type (K& ) Severity | CVSS CVE ID Impact (/4 )

1 CWE-319 Cleartext
Transmission of
Sensitive Information

High 7.2 CVE-2025-62578

4. Mitigations (% %/ j%)

Product (# &/ & &)

Mitigations (’ /3 jiz)

DVP-12SE

Users are advised to implement robust network-level countermeasures in accordance with industry
best practices for security.

We recommend that users take the following security precautions:

» Utilize the Product's IP Whitelisting Feature: Employ the device's built-in IP whitelisting function to
restrict Modbus/TCP access solely to known, trusted client IP addresses.

» Implement Network Segmentation: Ensure the product is placed within a highly segregated zone
» Utilize industrial firewalls to monitor Modbus/TCP traffic

Additionally, please pay attention to the reminders in "6. General Recommendations" below.

5. Acknowledgements (3% #{/3k #})
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https://www.cve.org/CVERecord?id=CVE-2025-62578

» Reporter (i@ #ﬁi”/ﬁ FE ) Praneeta Krishnaprasad Maganti of BITS Pilani, Hyderabad Campus

* Delta Electronics would like to express our appreciation to the reporter for reporting the vulnerability, working with us to
help enhance the security of our products, and helping us provide a better service to our customers.
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6. General Recommendations (—i& M/ - & 122 R)

A. Don't click on untrusted Internet links or open unsolicited attachments in emails.
AERETEEENMEERE, SFTHE FER AT REBROM 4.
FPREBAFRECEORREE R BT I MBI g Rt o

B. Avoid exposing control systems and equipment to the Internet.

BRI IRHRZRRERETREM (Internet) k.,
WLR ] s E kA s e (Internet)

C. Place systems and devices behind a firewall and isolate them from the business network.
BRRGESREETHMAEZE, FRBENSLEME (business network) R
BB B oVt XU P Ear Rt (business network) Fi g e

D. When remote access is required, use a secure access method, such as a virtual private network (VPN).
BELERON, EEARENIHERTR, flm: RIlE AN (VPN),
ZRBADEFEBRYZ 2R3N Hlde ! RS Y 2R (VPN) -

7. Contact Us (BEZEFAi1/5 & 5 i)

> https://www.deltaww.com/en-US/Customer-Service

If you have any product-related support concerns, please find a contact from the above company's
portal page to reach us for any information or materials you may require.

MRBFEFAE~MEXRMEIR, T EEAAMIKEREAN, UERSGEFTENEETER.
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We appreciate and value having cybersecurity concerns brought to our attention. Delta Electronics
constantly monitors for both known and unknown threats. Being proactive rather than reactive to emerging
security issues is fundamental for product support at Delta Electronics.
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8. Terms of Use ({EFH&K=K/# * i£4)

® Please visit the link below for more information on the scope of terms of use.
English : https://www.deltaww.com/en-US/information/Terms-of-use

o FiplR TEMEEE, NTBAXEAFTEENEZEER.

TEfARF 3 https://www.delta-china.com.cn/zh-CN/information/Terms-of-use

O R TGl R MR ERPRSL TR
Ry ¢~ ! https://www.deltaww.com/zh-TW/information/Terms-of-use
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