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Product Cybersecurity Advisory
DVP-12SE11T - Multiple Vulnerabilities

1. Summary (E4/3.%

First Publish Date (k7/% #) December 30, 2025 Last Updated (RR/gE #/5 & { #7) December 30, 2025
Severity (PEE/KLR) High cvss (v3) 9.1

Product (7= f/A &) DVP-12SE11T

Vulnerability (j&iE) Multiple Vulnerabilities

Corrected (f£1E) Yes Workaround ($XE 7/ #%) Yes

2. Affected Products (Z500/= M/ # X2 &)

Product (7=f/A &)

Version (kRAs/3% &)

DVP-12SE11T

Firmware versions prior to v2.16

3. Vulnerability Overview (JiEHEIR/ & iF #%ik)

# Type (K2 3) Severity | CVSS CVE ID Impact (4 3/ #4F )
1 CWE-288 Authentication Bypass Using an Critical 9.1 CVE-2025-15102
Alternate Path or Channel
2 CWE-200 Exposure of Sensitive Information to High 8.1 CVE-2025-15103
an Unauthorized Actor
3 CWE-20 Improper Input Validation High 7.5 CVE-2025-15358
4 CWE-787 Out-of-bounds Write Critical 9.1 CVE-2025-15359

4. Mitigations (% %/ j%)

Product (# &/ & &) Mitigations (’ f2/3 %)

For vulnerabilities #2, #3, and #4, please upgrade firmware to v2.16 or later

We recommend that users take the following security precautions:

» Utilize industrial firewalls to monitor Modbus/TCP traffic

For vulnerability #1, users are advised to implement robust network-level countermeasures in
accordance with industry best practices for security.

DVP-12SE » Utilize the Product's IP Whitelisting Feature: Employ the device's built-in IP whitelisting function to
restrict Modbus/TCP access solely to known, trusted client IP addresses.

» Implement Network Segmentation: Ensure the product is placed within a highly segregated zone

Additionally, please pay attention to the reminders in "6. General Recommendations" below.

5. Acknowledgements (3% #{/3k #})
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https://www.cve.org/CVERecord?id=CVE-2025-15102
https://www.cve.org/CVERecord?id=CVE-2025-15103
https://www.cve.org/CVERecord?id=CVE-2025-15358
https://www.cve.org/CVERecord?id=CVE-2025-15359

Reporter (i€ # 4 /3 47 - ): Nhan Nguyen, Hoa X. Nguyen, and Tue Lam of Unit 515 from
OPSWAT

Delta Electronics would like to express our appreciation to the reporter for reporting the vulnerability, working with us to
help enhance the security of our products, and helping us provide a better service to our customers.

SEE S RS RO F R AR AT E A Rend 2 B4 B TR EL W HIRS -

SETIRCR BRI X AFRF > B APRL A ST 2 ¥ L E SR EL AR .

6. General Recommendations (—&ME /- & 122 R)

A.

D.

Don't click on untrusted Internet links or open unsolicited attachments in emails.
RERELEEENNEGERE, SFTFAB TR REIF RO,

FREF R IR SRR %\.?g;gf,—.#i_'riﬂﬁ it o

. Avoid exposing control systems and equipment to the Internet.

BRIEHRFERRERETERMN (Internet) L.

LR A R E kB e EeE (Internet) oo

Place systems and devices behind a firewall and isolate them from the business network.
BRAZESREETHAEZE, HFBENS5LEME (business network) fEE .

M-k BT BN VB2 16 > © v Pz £74 48 (business network) FE a4t

When remote access is required, use a secure access method, such as a virtual private network (VPN).
FRZBHON, EEAReNAEEIR, fl: BT ANZ (VPN),

ZTERRERVEEF BB LT 2R Gl mEE Y ek (VPN) o

7. Contact Us (BEZE T A1/5 & 5 i)

>  https://www.deltaww.com/en-US/Customer-Service

If you have any product-related support concerns, please find a contact from the above company's
portal page to reach us for any information or materials you may require.
MREERATE5>~REXRMNEE, BENEIEAONITHREEKEAN, UERSEFENETAER.

kG EEEA SN AR L G T R T BB R R ER TR

We appreciate and value having cybersecurity concerns brought to our attention. Delta Electronics
constantly monitors for both known and unknown threats. Being proactive rather than reactive to emerging
security issues is fundamental for product support at Delta Electronics.

SRBFEUNZREOM, FAMBEEMMARMNEN. TahmIFRaRXFHNRE B E 2
BIRE T L.

SHPIFIEARPRE AN X AL fri oS P oo A Boa b Eor REATI RS 2R
FETFASLHPRA

8. Terms of Use ({EFH&K=K/# * i£4)

Please visit the link below for more information on the scope of terms of use.
English : https://www.deltaww.com/en-US/information/Terms-of-use

BRI TENEE, UTREXERAFTCEENEZEER.

fB{EH 3 https://www.delta-china.com.cn/zh-CN/information/Terms-of-use

FeRT ey 0 R MR ERFEROL TR
gy ¢ 2 ! https://www.deltaww.com/zh-TW/information/Terms-of-use
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