Product Cybersecurity Advisory
CNCSoft-G2
- File Parsing Out-Of-Bounds Write

1. Summary (E45/8.%

First Publish Date (k7/% #)

March 4, 2026

Last Updated (RR/gE #/5 & { #7) March 4, 2026

Severity (TEE/KL &)

High

CVSsS

(v3)7.8

Product (7= f/A &)

CNCSoft-G2

Vulnerability (3&iH)

File Parsing Out-Of-Bounds Write

Corrected (f£1E)

Yes

Workaround (1R E4&HE/1E & # %) No

2. Affected Products (250" M/ # ¥ 2 &)

Product (7=f/A &)

Version (fRA/53% &)

CNCSoft-G2

V2.1.0.34 and prior

3. Vulnerability Overview (JiEHEIR/ & iF #%ik)

# Type (KE/4E1))

Severity

CVEID

Related Link (f83c$53&/3p M ik &%)

1 CWE-787 Out-Of-Bounds Write

High

CVE-2026-3094

4. Mitigations (Z£fg/ j2)

Product (# &/& &)

Mitigations (42 f#/4Ef7)

Download Link (FEIEL/T 8 E4S)

CNCSoft-G2 » Download and update to: v2.1.0.39 or later » Delta Download Center

> FTEHAEHZE: v2.1.0.39 (HEHHIRA) > BIETHAL
> TEWEHMZE: v2.1.0.39 (A EHAIARA)

5. General Recommendations (—& M/ - & 122 R)

A. Don't click on untrusted Internet links or open unsolicited attachments in emails.
RERETEEENMEERE, SFTHE FER AT REEROM .

PEBF R ERREE SR T IMEY A g Reai o

B. Avoid exposing control systems and equipment to the Internet.
BRIEHRFERREFETERM (Internet) L.
WLEA AR KA B E e (Internet) oo
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https://www.cve.org/CVERecord?id=CVE-2026-3094
https://downloadcenter.deltaww.com/en-US/DownloadCenter?v=1&q=cncsoft-g2&sort_expr=cdate&sort_dir=DESC
https://downloadcenter.delta-china.com.cn/zh-CN/DownloadCenter?v=1&q=cncsoft-g2&sort_expr=cdate&sort_dir=DESC

C. Place systems and devices behind a firewall and isolate them from the business network.
BRERGESREETHMAEZE, HHBENSLEME (business network) B .
kB B Vgt XU P e (business network) i

D. When remote access is required, use a secure access method, such as a virtual private network (VPN).
BERREVON, EEAReNHRIR, Gl EMEANZ (VPN),
TERAEADREE S BRY X 2R N blde ! RS R (VPN)-
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7. Contact Us (BREETRA(1/%5 2 58 )

>  https://www.deltaww.com/en-US/Customer-Service

If you have any product-related support concerns, please find a contact from the above company's
portal page to reach us for any information or materials you may require.

MRHEHEAS~mBXAEE, FMNEEADMITEHREEKEZA, PUER ?f@%gﬁ'ﬂiﬂﬁuo
drk 3 T RE A AP M R AR “’F“‘J horTRETHIEMEA S NIRRT EDER TN

We appreciate and value having cybersecurity concerns brought to our attention. Delta Electronics
constantly monitors for both known and unknown threats. Being proactive rather than reactive to emerging
security issues is fundamental for product support at Delta Electronics.

BRETEAMNAZ 2R, FAMEECSHMARMANER. EhmIFRth N HIN L 2 EEE
BIARB T f TR E L.
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8. Term of Use (EFI&RR/i¢ * % #%)

® Please visit the link below for more information on the scope of terms of use.
English : https://www.deltaww.com/en-US/information/Terms-of-use

® Fipn) TEMSE, WUTHRAXEAFIEENESZEER.

fB{A#3C: https://www.delta-china.com.cn/zh-CN/information/Terms-of-use

o ;%‘T:*Fpa—rximj CRNERE N NN ¥ 3 gl G
g < ! https://www.deltaww.com/zh- TW/|nformatlon/Terms—of—use
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