Product Cybersecurity Advisory
DVPB8OES3
Multiple Vulnerabilities

1. Summary (B 45/53.%)

Revision V1.0 Last Revised 2026-06-18 Initial Release 2026-01-18
Product (# &/& &) DVP8OES3 Severity (£ R/KER) High
Corrected (i ) Yes Workaround (+ ¥ # % /£ & 4 %) No
2. Vulnerability Overview (iR iEHER/ & F $%it)
# Type (K&/33) Severity CVSs CVE ID
1 CWE-404: Improper Resource Shutdown High CVSS:3.1/AV:N/AC:L/PR:N/UI:N/S:U/C:N/I:N/A:H CVE-2026-
or Release 9 (Score: 7.5) 12575
CWE-924: Improper Enforcement of CVSS:3.1/AV:N/AC:L/PR:N/UI:N/S:U/C:N/I:N/A:H
. ; T . ; CVE-2026-
2 | Message Integrity During Transmission in High (Score: 7.5)
e 12576
a Communication Channel
3 CWE-358: Improperly Implemented High CVSS:4.0/AV:N/AC:L/AT:N/PR:N/UI:N/VC:N/VI:N/V | CVE-2026-
Security Check for Standard 9 A:H/SC:N/SI:N/SA:N (Score: 8.7) 12577

3. Affected Products and Mitigations (Z &M= i 5 E MBI/ 2 B £ 2 &8 ¥ f244 %)

Vulnerabilit Affected
( ; :g?;_i) ORI ;ﬁ)y Version Mitigations (42 f7/4E1%)
» CVE-2026- v01.06.00 and » Users are recommended to update the device firmware to v01.08.10
12575 prior or later.
» CVE-2026- > BIWERERREMAEERZE v01.08.10 SEFMMIRA
12576 > BHERESRETEERE v01.08.10 HEHHHA
DVP8OES3 » CVE-2026- v01.08.10 and » Users are recommended to update the device firmware to v01.10.00
12577 prior or later.
> BIERAERBREWMEERZE v01.10.00 EHAIRA
> BEFRAERREIEENE v01.10.00 B

4. General Recommendations (—i& &I/ - &2 3R)

A. Don't click on untrusted Internet links or open unsolicited attachments in emails.

AERETEEENMEERE, SFTITE TERA P REBE RN .

* BB E R

Avoid exposing control systems and equipment to the Internet.

Eﬁ$&§$’§#%?4ﬂﬁﬂ%§%ﬁﬁﬁﬁo

BRIUIBEHRERRERETEREMN (Internet) E.
WA B R XA KBS RER (Internet) + -
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https://www.cve.org/CVERecord?id=CVE-2026-12575
https://www.cve.org/CVERecord?id=CVE-2026-12575
https://www.cve.org/CVERecord?id=CVE-2026-12576
https://www.cve.org/CVERecord?id=CVE-2026-12576
https://www.cve.org/CVERecord?id=CVE-2026-12577
https://www.cve.org/CVERecord?id=CVE-2026-12577

5.

6.

>

C. Place systems and devices behind a firewall and isolate them from the business network.

BERFESREETHAEZE, FBENSLEME (business network) fRE.

PR Bt Vb2 8 0 v P Lk R (business network) i dg -

D. When remote access is required, use a secure access method, such as a virtual private network (VPN).

FEZBAON, EFEAZEARAR, flm: EMTANZE (VPN),
TREADIE R R 2R S N 0 blde B S T g (VPN) o

Acknowledgements (Eift/ i 3#f)

Delta Electronics sincerely thank Qian Zou, Ke Xu, Xuewei Feng, Qi Li, Xueying Li, and
Gang Jin from Zhongguancun Laboratory for their contribution in discovering and reporting
this vulnerability.

BB FINERE BE. ®RIE. DEME. =B/, FFE. B FHRAR UREFMBERM
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Contact Us (BEEEFEA1/58% & 25 i)

https://www.deltaww.com/en-US/Customer-Service

If you have any product-related support concerns, please find a contact from the above company's

portal page to reach us for any information or materials you may require.

MRHEHEASFmBXRNEH, FMEEAOMIKEBKEZAN, NERSERFENETER.

dek G iEiP A AN R AL L 6 T R TS TIME A L BFEF & iz T

We appreciate and value having cybersecurity concerns brought to our attention. Delta Electronics

constantly monitors for both known and unknown threats. Being proactive rather than reactive to emerging
security issues is fundamental for product support at Delta Electronics.

BEETEAMNAZ 2R, FAMEECSHMARMNER. ERmIFRh L HI AL 2 EEE

BIAR T M SRR

SET I EARERT DM ¥ AT R ioad f oo A 2R REATI I E 2R A

SRS RS EARA

7. Term of Use (fERI&RR/i¢ * % #%)

® Please visit the link below for more information on the scope of terms of use.

English : https://www.deltaww.com/en-US/information/Terms-of-use

® Fin TEMSE, WUTHRAEXEAFIEENEZEER.

fE{A#3C: https://www.delta-china.com.cn/zh-CN/information/Terms-of-use

® PR T ey TR MR RN FTR

LY < ! https://www.deltaww.com/zh-TW/information/Terms-of-use
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