Product Cybersecurity Advisory

DTMSoft — Project File Parsing Deserialization of

Untrusted Data Remote Code Execution Vulnerability

1. Summary (24548 45)

Revision V1.0 Last Revised 2026-06-25 Initial Release 2026-06-25
Product (F*m/Em) DTMSoft Severity (“EE/REE) High
Corrected (fZ1E) No Workaround (1 B & hi/# E15HE) Yes

2. Affected Products (¥ m/ZFEEm)

Product (F*m/Em) Version (kR Z/hRA)
DTMSoft ALL

3. Vulnerability Overview (iR /ijmE # i)

# Type (Z5EU/4REY) Severity CVE ID CVSss CVSS Vector String
CWE-502 Deserialization of . CVE-2026- . . . . et L A
1 Untrusted Data High 12578 7.8 CVSS:3.1/AV:L/AC:L/PR:N/UI:R/S:U/C:H/I:H/A:H

© Delta Electronics. Delta-PCSA-2022-00000 1


https://www.cve.org/cverecord?id=CVE-2026-12578
https://www.cve.org/cverecord?id=CVE-2026-12578

4. Workaround (X B& it/ EEE)

» Do not open unsolicited project files: Do not open or import
unsolicited project files, untrusted Internet links, or
unexpected attachments from emails, network shares, or
USB drives. Always verify the source of the file before
opening it.

» Avoid running as administrator: Do not use the "Run as
Administrator" option when launching the software. Running
the software with standard user privileges effectively limits
the damage of potential malicious code.

For other general practices, please refer to the precautions in

the General Recommendations.
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HERES%E General Recommendations RS -

Product (F*f/E M) Workaround (1 B & hi/# E15HE) Download Link (&4 T HEL)
DTMSoft English

Users are recommended to take the following mitigation

measures:

5. General Recommendations (—A& 42 I/ —AR M EER)

A. Don't click on untrusted Internet links or open unsolicited attachments in emails.
AERETAEENMETERE - TR FHHPREIFE KON -
AEUMBEAEENPERIES - JTHREFBHPREB KON -

B. Avoid exposing control systems and equipment to the Internet.

BRI RARZERETRSEMN (Internet) L -
BRBFEHRZARRERBERARME (Internet) £ -

C. Place systems and devices behind a firewall and isolate them from the business network.
BRRAGSREZBETHXEZRE - FREMNSWSEME (business network) fBE -
BIRABERBERKE 2% - W TMEZEREMERE (business network) P&k -
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D. When remote access is required, use a secure access method, such as a virtual private network (VPN).
REARBON - ZEAZENHEAEN - A1 EIUERRNE (VPN) -
REERFER  ZERZENHEAN - Al ERERAERE (VPN) -

6. Acknowledgements (Ei5f/Z0#)

Delta Electronics would like to thank CISA for their assistance in coordinating this disclosure, and kimiya
working with Trend Micro Zero Day Initiative for reporting this vulnerability.

HIAE RO CISA AXREHRELIREF MM SHIE, FHEkE kimiya working with Trend Micro Zero
Day Initiative @¥R itk FiE .

SEBEFROEH CISA EXREHEBZPIHEIEHF - EE kimiya working with Trend Micro Zero
Day Initiative 8% tb)7)E -

7. Contact Us (BXSEH (/B 4& M)

>  https://www.deltaww.com/en-US/Customer-Service

If you have any product-related support concerns, please find a contact from the above company's
portal page to reach us for any information or materials you may require.

MRBEASFmAERNOR - EMNEEAOMITRARKEA - UERNSEFEENEUER -
MRBEEEREENERE - ST LEAO@EERABEA  UERSEFEENEAEN -
We appreciate and value having cybersecurity concerns brought to our attention. Delta Electronics

constantly monitors for both known and unknown threats. Being proactive rather than reactive to emerging
security issues is fundamental for product support at Delta Electronics.

AEBFEAMELZZOA - F AR ZECSIAARIAEL - ENMIER NN ITH LI Z 2 0B 2
SEBF M ams FREM -

AEBTERMEBLZEZME - UAMEZCSHNRMNES - EEMIFREITBETLIRNZZEER
REBFEmMENER -

8. Term of Use (f&£FSRF/fERIER)

® Please visit the link below for more information on the scope of terms of use.
English : https://www.deltaww.com/en-US/information/Terms-of-use

o BN FNERVERE - LIV BARERARTCEENESRER -

BAP S : https://www.delta-china.com.cn/zh-CN/information/Terms-of-use

® ShfE NERER U fBABERERSHENESEM -

EHEh Y : https://www.deltaww.com/zh-TW/information/Terms-of-use
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