Product Cybersecurity Advisory
DVP12SE - Multiple Vulnerabilities

1. Summary (S 45144

Revision V1.0 Last Revised 2026-06-30 Initial Release 2026-06-30
Product (F*m/Em) DVP12SE Severity (“EE/REE) Critical
Corrected (fZ1E) No Workaround (1 B & hi/# E15HE) Yes

2. Affected Products (¥ m/ZFEEm)

Product (F*m/Em) Version (hRZ/hRA)

DVP12SE ALL

3. Vulnerability Overview (iR /ijmE # i)

# Type (3EBY/HERY) Severity CVE ID CVSS CVSS Vector String
CWE-770 Allocation of CVE-2026-

1 Resources Without Limits Critical “12818 9.8 CVSS:3.1/AV:N/AC:L/PR:N/UI:N/S:U/C:H/I:H/A:H
or Throttling =
CWE-306 Missing CVE-2026-

2 | Authentication for Critical Critical T12819 9.8 CVSS:3.1/AV:N/AC:L/PR:N/UI:N/S:U/C:H/I:H/A:H
Function —
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https://www.cve.org/cverecord?id=CVE-2026-12818
https://www.cve.org/cverecord?id=CVE-2026-12818
https://www.cve.org/cverecord?id=CVE-2026-12819
https://www.cve.org/cverecord?id=CVE-2026-12819

4. Workaround (X B& it/ EEE)

Product (FZfR/Em)

Workaround (X B & i/ B & i)

Download Link (T #iE4/I T & EL)

DVP12SE

English

Users are recommended to take the following mitigation

measures:

» Enable the IP Filter feature: Configure and enable the PLC's
built-in IP Filter function via the programming software.
Restrict access exclusively to the IP addresses of trusted
devices (such as designated HMI panels or SCADA hosts)
to block unauthorized network access.

» Set up PLC password protection: Enable password
protection for the PLC within the programming software to
ensure the device's core control logic and parameters
cannot be easily downloaded, overwritten, or tampered with.

» Implement network isolation and firewall protection: Deploy
the PLC within an independent local area network (OT
control network) secured by a firewall. Never connect the
device directly to the office network or the Internet. If remote
access is required, enforce the use of a secure, authorized
VPN tunnel.

For other general practices, please refer to the precautions in

the General Recommendations.
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> RUA IP BIEINEE (IP Filter) : BERITIZEGERR PLC
WEW IP BIEINEE - ENFEENRE (WIEEW HMI &
EEMES, SCADA i) 2 IP itELRE PLC - DIEEME
BARIRENEIEFE -

> E PLC BiERE . FELESHETS PLC REZBEBR
& BRRENZOERBENSELGHRES M - BR
ESH -

> Bl YIEImEE B KGR . BRREAKIENE L
EFAE (0T EHIMAK ) REZE PLC - 2B REEEE
B2 O EIME A RS S AR PR RS - BERIRINIEAR - AR

FiEB NS AENZE VPN BEETT -

HEFFES®E General Recommendations TREEER -

5. General Recommendations (—R& 4RIV — R EZE
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A. Don't click on untrusted Internet links or open unsolicited attachments in emails.

AERELAEENMNETEE - ST B FHEPREIFEKOMHG -
EHBRAEENPERES S REFBHPREHKOME -

B. Avoid exposing control systems and equipment to the Internet.
BRILEHRARIZERETREMN (Internet) L -
BRFEH ZANRBERBERARME (Internet) £ -

C. Place systems and devices behind a firewall and isolate them from the business network.
BNASGSREETHXEZRE - FEHENMNSWHSNE (business network) fRE -
AR AFERBEERKE 2% - WiTMEZERFMEE (business network) FHEE -

D. When remote access is required, use a secure access method, such as a virtual private network (VPN).
REARBON - ZEAZENHEAEN - AW EIUERRNE (VPN) -
REERFER  ZERZENGEAN - Al ERERAERE (VPN) -

6. Acknowledgements (Ei5f/Z0#)

Delta Electronics would like to thank CISA for their assistance in coordinating this disclosure, and Adm Bin
Harbi (Oxnoag) - Corvo Security for reporting this vulnerability.

HIAEFROEIE CISA EXREBEIREF MM SINE, FHEE Adm Bin Harbi (Oxnoag) - Corvo
Security @RIt IEIE

SESTROEG CISA EXFEBEBZDWIFENEIHF - WEE Adm Bin Harbi (Oxnoag) - Corvo
Security B ILRE -

7. Contact Us (BXBEA/HH &)

> https://www.deltaww.com/en-US/Customer-Service

If you have any product-related support concerns, please find a contact from the above company's
portal page to reach us for any information or materials you may require.

WRBHATS~RBERNEA - BN LEADMITRREEA - DLEIREE

SEFEENEQER
MRBECUAERBEBNEE - S LEADEERIBEA - LENSEEERE

MEEE -

We appreciate and value having cybersecurity concerns brought to our attention. Delta Electronics
constantly monitors for both known and unknown threats. Being proactive rather than reactive to emerging
security issues is fundamental for product support at Delta Electronics.

BRBEFEMMELZOA - F A RZESHANARMNER - EhMIFRNH NI H LN Z 20 B2
BEBEF > FRERM, -
FEEFERAEBLEEE  TANEZENNARNNESE - ESMIFREMBHRFTLBENLZZEER
FTEMSZIENER -
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8. Term of Use ({EFASRF/{ERIFEMN)

® Please visit the link below for more information on the scope of terms of use.
English : https://www.deltaww.com/en-US/information/Terms-of-use
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https://www.deltaww.com/en-US/Customer-Service
https://www.deltaww.com/en-US/information/Terms-of-use

o BN FNERVERE - LI VBARERARTCEENESRER -

BAP S : https://www.delta-china.com.cn/zh-CN/information/Terms-of-use

® EaEhfE FERVER - U fBABEERRRSEENESEM

P2 O https://www.deltaww.com/zh-TW/information/Terms-of-use
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